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This site sets out the guidelines to help you get some applications to work when using JetStream.  They are based on current experience and will be regularly updated.

We invite you to share with other users your experiences click here for Feedback Forms.

Warning!  Use this information with care. Some will impact on the security of your PC and/or Network.  While M10 provides some security, it will not be sufficient security for many users (and reconfiguration of the modem can erode security features).  Please consult with a PC Specialist if you are unsure.  These guidelines are provided for your information.  They are not to be taken as recommendations from Telecom NZ Ltd. 
Contact Numbers
Any questions you may have regarding these technical solutions, please contact your ISP's Support Desk.

The following table lists individual ISPs phone contacts.

ISP
Phone
ISP
Phone

Xtra
0800 738 738
Comnet
0800 65 65 38 (WAN Helpdesk) 0800 42 666 38(Normal Helpdesk)

ICONZ
0800 843 638
WorldNet
09 309 9004

Paradise
0800 46 72 72
Actrix
0800 22 87 49
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About this Manual

Introduction
This manual covers all the known applications at date of publication.

Use of the name Telecom
Throughout this manual, Telecom New Zealand Limited is referred to as Telecom.

Internal Modem 
Based on our current experience most applications will work with Internal modems.

USB External
To be updated when USB is launched.

Contact Numbers
Any questions you may have regarding these technical solutions, please contact your ISP's Support Desk.

The following table lists individual ISPs phone contacts.

ISP
Phone
ISP
Phone

Xtra
0800 738 738
Comnet
0800 65 65 38 (WAN Helpdesk) 0800 42 666 38(Normal Helpdesk)

ICONZ
0800 843 638
WorldNet
09 309 9004

Paradise
0800 46 72 72
Actrix
0800 22 87 49
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Browsing
Overview

Introduction
This chapter includes the set up required for using JetStream.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for Setting Up Web Browser Mac OS
1-2

Setting Up Web Browsers Win 95 - 98 - NT 4.0
1-4

Setting Up Web Browsers Linux & Unix
1-6

Procedures for Setting Up Web Browser Mac OS

Description
Internet Browsers are the foundation of today's internet experience. The browser is a window capable of showing the user just about anything on the Internet. Internet Browsers such as Internet Explorer are installed on most computers being shipped today.

Features and Risks
None

Modem Configuration
No modem configuration required

Configuration Overview
Computer Requirements

The following list will be used as the basis of assumptions within this document.

· The computer has an Ethernet adapter installed and pre-configured

· ADSL will be used for the Internet access

· Networking using TCP/IP has been set up

· The operating system has the latest version of the Browser already installed.

· Minimum Operating Systems Required: MAC OS 7.1 or higher

Configuring the browser
This provides an outline on how to configure Internet Explorer for the MAC OS.



IMAC and G3 with Internet Explorer 4.5
How to setup Internet Explorer 4.5 using MAC OS. This procedure assumes that TCP/IP networking is already installed on your system.

The all new IMAC comes with Internet Explorer 4.5 installed. The G3 may have an earlier version of the Internet Browser installed. An upgrade should be performed to the latest version. 

To configure Internet Explorer perform the following.

Continued on next page

Procedures for Setting Up Web Browser Mac OS, Continued

Step
Action

1
The internet Explorer icon should already be placed on the screen, double click on it.
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2
Go to Edit, Preferences. This will bring up the preferences page.


[image: image3.png]Internet Explorer Preference:

[< Web Browser
Brovsar Display
et Cantent
Horme /Saarch
Languge Fonts
Subsorfptions
v

Seurity
Security Zones

Ratings

0000000000

advanced
< Forms Autori
© Forms AutaComplete
© Autoill Profie
< Receiving Fites
© Dovnlosd Bptons
0 File Hepars

Kl

2

Page & Link
Tet: aiready vieved: [N
Background: Not et viewes: NN

Textsize S urdertine links
Toalbar Settings

[ show Icon Animation: (Explarer =

[ show Button Bar- (Tnteret Explarer =

Buttan Bar Style:
[Ashow Address Bar - [ Use URL AutoComplete.
[ Show Status Bar

[ Show Favorites Bar

[ Show Explorer Bar

[ show ToolTips.







3.
Click on Home/Search to change your home page to another ISP.
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4.
Once you have changed the home page settings, click <OK>. No other settings are required to use JetStream. 

Setting Up Web Browsers Win 95 - 98 - NT 4.0

Description
Internet Browsers are the foundation of today's internet experience. The browser is a window capable of showing the user just about anything on the Internet. Internet Browsers such as Internet Explorer are installed on most computers being shipped today.

Features and Risks
None

Modem Configuration
No modem configuration required

Configuration Overview - PC Requirements
The following list will be used as the basis of assumptions within this document.

· The computer has an Ethernet adapter installed and pre-configured

· ADSL will be used for the Internet access

· Networking using TCP/IP has been set up

· The operating system has the latest version of the Browser already installed.

Note:  Minimum Operating Systems Required: Windows 95 with 16 MB RAM.

Configuring the browser
This provides an outline on how to configure Internet Explorer for Windows with Internet Explorer 5.0.

An internet browser should already be installed on the computer, if there is no browser already installed contact your ISP for an information pack.

Step
Action

1.
Go to start, programs, and double click on the Internet Explorer icon. It should look similar to this.
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Continued on next page

Setting Up Web Browsers Win 95 - 98 - NT 4.0, Continued

Configuring the browser (continued)


Step
Action

2.
Change your Home Page, Internet Explorer defaults to the Microsoft Home Page. To change this:

Choose, Tools, Internet Options from the Internet Explorer menu bar. The following window should appear.
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3.
Click on the homepage address bar and type

example:  http://www.isp.co.nz
Result: You have now made your home page your ISP’s web site.

4.
Click on the Connections TAB, click never dial connection

Your Internet Explorer browser is now ready to use JetStream.

Setting Up Web Browsers Linux & Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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E-Mail
Overview

Introduction
This chapter includes the set up required for using JetStream with E-mail.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for Mail Setup Mac OS
2-2

Procedures for Mail Setup Win 95, 98 & NT 4.0
2-4

E-mail Linux and Unix
2-9

Procedures for Mail Setup Mac OS

Description
Internet Electronic Mail (e-mail) has been the foundation of the internet for many years. E-mail gives internet users the ability to send and receive information, files, and much more all through a single application. The cost of sending an email is typically nil in comparison to faxing or other means of communication, especially to other countries. Email programs are now freely available for download off the internet and also come with the most popular web browsers, such as Internet Explorer, or Netscape. For new email users, the friendliest mail application available for use is Outlook Express.



Features and Risks
Issues with the sending and receiving of email are virus related. Under these circumstances, it is best to use an anti-virus application that has the latest virus definitions such as McAffee or Nortons.   You should never double click or run and executable file attachment from an unknown sender.

Features of email include the ability to attach files from your computer and create address lists of you contacts. Emails are delivered to the recipient almost instantaneously.

Configuration Overview - Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that the computer has outlook express installed and is ready to be configured for Telecom JetStream.

Prerequisites
Apple Macintoshes support email applications including Microsoft Outlook Express. System requirements are based on the Outlook Express version 4.5 for MAC application.

The Macintosh requires MAC OS 8.5 or later, Browser support for Microsoft Internet Explorer 4.5 or later. 

Configuring the M10
There are no prerequisites for configuration of the M10 as outbound and inbound mail is supported in the default configuration.

Configuring Email using Outlook Express Under MAC OS do the following:

Step
Action

1
Open Outlook Express 4.5

Click Edit, Preferences
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2.
Click Accounts, then E-mail

3.
Enter your information into the Account Settings dialogue box.

4.
Enter smtp.isp.co.nz in the Sending Mail dialogue box

5.
Enter pop3.isp.co.nz in the Receiving Mail dialogue box

6.
When all information has been entered, Click <OK>.

You are now ready to download mail.

For other configuration and troubleshooting details, go to http://www.microsoft.com/mac/oe
Procedures for Mail Setup Win 95, 98 & NT 4.0

Description
Internet Electronic Mail (e-mail) has been the foundation of the internet for many years. E-mail gives internet users the ability to send and receive information, files, and much more all through a single application. The cost of sending an email is typically nil in comparison to faxing or other means of communication, especially to other countries. Email programs are now freely available for download off the internet and also come with the most popular web browsers, such as Internet Explorer, or Netscape. For new email users, the friendliest mail application available for use is Outlook Express.

Features and Risks
Issues with the sending and receiving of email are virus related. Under these circumstances, it is best to use an anti-virus application that has the latest virus definitions such as McAffee or Nortons.   You should never double click or run and executable file attachment from an unknown sender.

Features of email include the ability to attach files from your computer and create address lists of you contacts. Emails are delivered to the recipient almost instantaneously.

Configuration Overview - Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that the computer has outlook express installed and is ready to be configured for Telecom JetStream.

Prerequisites
PCs running Windows support email applications including Microsoft Outlook Express. System requirements are based on the Outlook Express version 5.0 for PC application.

The Windows Platform requires at least Windows 95 with a Pentium class processor and at least 16MB RAM.

Configuring the M10
There are no prerequisites for configuration of the M10 as outbound and inbound mail is supported in the default configuration.


To Configure E-mail using Outlook Express under Windows 95. 

Step
Action

1.
Open Outlook Express
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2.
Click Tools, then Accounts.
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Continued on next page

Procedures for Mail Setup Win 95, 98 & NT 4.0, Continued

styleref "Block Label" (continued)


Step
Action

3.
Click on the Mail tab, then Add Mail button.

Result:  This will start the Internet Connection Wizard.
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4.
Follow the wizard requests to set up mail.

5.
Enter your display name. E.g. Fast Access, and click next
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Continued on next page

Procedures for Mail Setup Win 95, 98 & NT 4.0, Continued

styleref "Block Label" (continued)


Step 
Action

6.
Enter your email address, for example; fast.access@isp.co.nz, and click next
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7.
Enter the POP and SMTP server names and click next e.g. pop3.isp.co.nz
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Continued on next page

Procedures for Mail Setup Win 95, 98 & NT 4.0, Continued

styleref "Block Label" (continued)


Step
Action

8.
Enter your account name and password and click next, then click <Finish>

9.
Click <Close> when the Internet accounts window re-appears.

For other configuration and trouble shooting details, go to http://www.microsoft.com/windows/oe
E-mail Linux and Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.

3

 set ChapSect "3-" 3-Chapter 3 SEQ chapter \r  \* MERGEFORMAT 
3

File Transfer (FTP)
Overview

Introduction
This chapter includes the set up required for using JetStream with File Transfer (FTP) protocols.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for using FTP - Mac OS
3-2

Procedures for using FTP Win 95, Win 98 & Win NT 4.0
3-4

File Transfer - Linux/Unix
3-7

Procedures for using FTP - Mac OS

Description
Internet Browsers are the foundation of today's internet experience. The browser is a window capable of showing the user just about anything on the Internet. Internet Browsers such as Internet Explorer also use FTP as a mechanism to download files from the Internet.



Features and Risks
Allows the user to download files directly off an Internet FTP Site.

FTP is a text based service and does not offer any graphical representations.

There are many FTP programs available off the Internet but Internet Explorer was chosen as this is now becoming the most popular way to download FTP items.

There are no other features or risks for using this service

Modem Configuration
No modem configuration required

Configuration Overview - PC Requirements
The following list will be used as the basis of assumptions within this document.

· The computer has an Ethernet adapter installed and pre-configured

· ADSL will be used for the Internet access

· Networking using TCP/IP has been set up

· The operating system has the latest version of the Browser already installed.

· Minimum Operating Systems Required: MAC OS 7.1 or higher

Configuring the browser for FTP
This provides an outline on how to configure FTP under Internet Explorer for the MAC OS.

Continued on next page

Procedures for using FTP - Mac OS, Continued

IMAC and G3 with Internet Explorer 4.5
The all new IMAC comes with Internet Explorer 4.5 installed. The G3 may have an earlier version of the Internet Browser installed. An upgrade should be performed to the latest version.

Step
Action

1.
Double click on the Internet Explorer icon.

2.
Click on Address and enter an FTP address such as example: ftp://ftp.isp.co.nz.

Result: This should automatically log you into the FTP host. You can then browse the FTP files and directories just like a web browser. Everything will be in text.

3.
Click on a file to download something, this will open a new window and ask whether you want to save the file to disk or open it.

4.
Save the file to disk in a relevant directory.

Procedures for using FTP Win 95, Win 98 & Win NT 4.0

Description
Internet Browsers are the foundation of today's internet experience. The browser is a window capable of showing the user just about anything on the Internet. Internet Browsers such as Internet Explorer also use FTP as a mechanism to download files from the Internet.

Features and Risks
Allows the user to download files directly off an Internet FTP Site.

FTP is a text based service and does not offer any graphical representations.

There are many FTP programs available off the Internet but Internet Explorer was chosen as this is now becoming the most popular way to download FTP items.

There are no other features or risks for using this service

Modem Configuration
No modem configuration required.

Configuration Overview - PC Requirements
The following list will be used as the basis of assumptions within this document.

· The computer has an Ethernet adapter installed and pre-configured

· ADSL will be used for the Internet access

· Networking using TCP/IP has been set up

· The operating system has the latest version of the Browser already installed.

· Minimum Operating Systems Required: Windows 95 with 16 MB RAM

Configuring the browser for FTP
This provides an outline on how to configure FTP under Internet Explorer  5.0 for Windows.

Continued on next page

Procedures for using FTP Win 95, Win 98 & Win NT 4.0, Continued

Configuring the Browser under Windows 95, 98 & NT 4.0
An internet browser should already be installed on the computer, If there is no browser already installed contact your ISP for an information pack.

Step
Action

1.
Go to start, programs, and click on the Internet Explorer icon.

2.
Click on Address and enter an FTP address such as example: ftp://ftp.isp.co.nz.

Result: This should automatically log you into the FTP host. You can then browse the FTP files and directories just like a web browser. Everything will be in text.
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Continued on next page

Procedures for using FTP Win 95, Win 98 & Win NT 4.0, Continued

Configuring the Browser under Windows 95, 98 & NT 4.0 (continued)


Step
Action

3.
Click on a file to download something, this will open a new window and ask whether you want to save the file to disk or open it.
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4.
Save the file to disk in a relevant directory

File Transfer - Linux/Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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Chat (IRC)
Overview

Introduction
IRC (Internet Relay Chat) is used for real-time communication over the internet. Using IRC, you can exchange text messages interactively with other people from all over the world.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for IRC Set Up - Mac OS
4-2

Procedures for IRC Set Up - Win 95
4-4

Chat Internet Relay Chat (IRC) - Linux/Unix
4-8

Procedures for IRC Set Up - Mac OS

Description
IRC (Internet Relay Chat) is used for real-time communication over the internet. Using IRC, you can exchange text messages interactively with other people from all over the world. Some of the most popular IRC programs on the Internet are mIRC, Pirch, and Virc for Windows and Homer or Ircle for Mac’s. When logged into a chat channel you ‘converse’ by typing messages that are instantly sent to the other chat participants.

Features and Risks
The main advantage of IRC is that the configuration is fairly simple. 

The main disadvantage is that there is a need for the use of Pinholing.

Once again, this poses a security risk as a range of port numbers have to be opened to use the full functionality of IRC.

Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that IRC has been installed and is ready to be configured for JetStream.

Prerequisites
Apple Macintoshes support the use of IRC. System requirements follow:

· IRC on the MAC requires MAC OS 7.0 or later and requires 1.5 Mb of free RAM.

Modem Configuration
Use this procedure for configuring your modem.

Step
Action

1.
Logon to the m10 using an internet browser. To do this click in the address bar of the browser and type the following http://192.168.1.254 and press <Enter>. 

Result: This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen.

2.
Click on Pinhole.

3.
Enter the basic port numbers for IRC. These are as follows: 

· External Port Start: 1024

· External Port End: 5000

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 1024

Continued on next page

Procedures for IRC Set Up - Mac OS, Continued

Modem Configuration (continued)


Step
Action

4.
Click Add. The screen will update and show you what you have entered.
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“When finished adding or deleting Pinhole Entries, click the Home button and restart the router.
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5.
Click Home, then Restart M10

Configuring IRC Under MAC OS
No configuration should be necessary if the pinhole has been set as per the modem instructions above, but as a check do the following.

Step
Action

1.
If using MIRC on any of the operating platforms, open MIRC and click File, Options

2.
Click on DCC, Options, and check that the first and last ports are 1024 and 5000 respectively.

Note: You are able to make the range shorter but this will restrict the number of active sessions you have with the server.

3.
Click <OK>

4.
To test the configuration, connect to an IRC Server such as auckland.nz.undernet.org

For other configuration details go to http://www.ircle.com
Procedures for IRC Set Up - Win 95

Description
IRC (Internet Relay Chat) is used for real-time communication over the internet. Using IRC, you can exchange text messages interactively with other people from all over the world . Some of the most popular IRC programs on the Internet are mIRC, Pirch, and Virc for Windows and Homer or Ircle for Mac’s. When logged into a chat channel you ‘converse’ by typing messages that are instantly sent to the other chat participants.

Features and Risks
The main advantage of IRC is that the configuration is fairly simple. The main disadvantage is that there is a need for the use of Pinholing. Once again, this poses a security risk as a range of port numbers have to be opened to use the full functionality of IRC.

Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that IRC has been installed and is ready to be configured for JetStream.

Prerequisites
Windows Platforms support the use of IRC. System requirements follow:

· IRC on the Windows Platform requires at least Windows 3.1 with a 486 or greater

Modem Configuration
Logon to the m10 using an internet browser.

Step
Action

1
To do this click in the address bar of the browser and type the following http://192.168.1.254 and press <Enter>.

Result: This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen.

2.
Click on Pinhole.

Continued on next page

Procedures for IRC Set Up - Win 95, Continued

Modem Configuration (continued)


Step
Action

3.
Enter the basic port numbers for IRC. These are as follows: 

· External Port Start: 1024

· External Port End: 5000

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 1024

4.
Click Add. The screen will update and show you what you have entered. 

[image: image18.wmf]


5.
Click Home, then Restart M10

Continued on next page

Procedures for IRC Set Up - Win 95, Continued

Configuring IRC Under Windows
No configuration should be necessary if the pinhole has been set as per the modem instructions above, but as a check do the following.

Step
Action

1.
If using MIRC on any of the windows platform, Open MIRC and click File, Options.
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Continued on next page

Procedures for IRC Set Up - Win 95, Continued

Configuring IRC Under Windows (continued)


Step
Action
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2.
Click on DCC, Options, and check that the first and last ports are 1024 and 5000 respectively.

Note: You are able to make the range shorter but this will restrict the number of active sessions you have with the server.

3.
Click <OK>

4.
To test the configuration, connect to an IRC Server such as auckland.nz.undernet.org

For other configuration details go to http://www.ircle.com

Chat Internet Relay Chat (IRC) - Linux/Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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Chat ICQ (I Seek You)
Overview

Introduction
ICQ (I Seek You) is used for real-time PC to PC Communication over the internet.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for ICQ Setup - Mac OS
5-2

Procedures for ICQ Setup - Win 95, Win 98 & Win NT 4.0
5-7

Chat I Seek You (ICQ) - Linux/Unix
5-13

Procedures for ICQ Setup - Mac OS

Description
 ICQ uses a large database to register users and logs the user on when an internet connection is established. ICQ is designed to allow friends, family and groups of people to know when others are on the Internet. ICQ also has functionality to perform gaming over the internet.

Features and Risks
The main disadvantage of ICQ is the configuration and use of Pinholing through the M10 JetStream Modem. To allow all the functions through the M10, you have to open up a large port range of both TCP and UDP. This poses an increased security risk. Port 4000 UDP is used to connect to the ICQ server for logging the user on, and ICQ requires at least 10 ports for its basic connections. Also there are no features available in ICQ for the Macintosh to configure specific port numbers for the firewall option, therefore you have to use a larger open port range to use ICQ on the Macintosh.

Configuration Overview - Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working.

It also assumes that ICQ has been installed and is ready to be configured for JetStream. M10 ICQ can only be set up for minimum connections, up to 10 eg.text chatting, sending messages. 

For further application support within ICQ a larger port range will have to be used.

Prerequisites
Both PC running Windows and Apple Macintosh support the use of ICQ. System requirements for both follow:

ICQ on the MAC requires MAC OS 7.1 or later. No other requirements have been mentioned.

Preconfiguring the M10 for ICQ
This procedure allows you to pre-configure the M10 for ICQ using a technology called Pinholing

Step
Action

1.
Logon to the M10 using an internet browser.  To do this click in the address bar of the browser and type the following http://192.168.1.254 and hit enter. This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen.

2.
Click on Pinhole.

Continued on next page

Procedures for ICQ Setup - Mac OS, Continued

Preconfiguring the M10 for ICQ (continued)


Step
Action

3.
Enter the basic port numbers for ICQ. These are as follows: 

· External Port Start: 1024

· External Port End: 1035 or 5000 as required for MAC ICQ

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 1024

4.
Click Add. The screen will update and show you what you have entered.
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“When finished adding or deleting Pinhole Entries, click the Home button and restart the router.
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5.
You now have to add a pinhole entry for logon support to ICQ using the following ports:

· External Port Start: 4000

· External Port End: 4001

· Protocol: UDP

· Internal IP Address: The IP address of your PC

· Internal Port: 4000

6.
Click Add.

Result: The screen will update and show the results.

7.
Click Home, then Restart M10.

Result: The web server will ask you to confirm the operation.

8.
Click Restart.

Result: The M10 will now reboot.

9.
 Continue on to the configuration of ICQ



Continued on next page

Procedures for ICQ Setup - Mac OS, Continued

Configuring ICQ Under MAC OS
Follow the procedure below.

Step
Action

1.
Open ICQ. 
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2.
Select File, Change Current User and Add ICQ # to Computer if you have already subscribed or Register New ICQ # if you have not previously subscribed

3.
Follow the on screen instructions for setting up the user details as follows

Continued on next page

Procedures for ICQ Setup - Mac OS, Continued

Configuring ICQ Under MAC OS (continued)


Step
Action

4.
In the window, User Registration, Connection Type, click LAN User, I am Behind a firewall.
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Click <Next>.
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Continued on next page

Procedures for ICQ Setup - Mac OS, Continued

Configuring ICQ Under MAC OS (continued)


Step
Action

5.
Follow the user instructions and click next until you get to the end of the registration process.

You will see the following windows.
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6.
You should have now successfully registered.

For other configuration details go to http://www.icq.com

Procedures for ICQ Setup - Win 95, Win 98 & Win NT 4.0

Description
ICQ (I Seek You) is used for real-time PC to PC Communication over the internet. ICQ uses a large database to register users and logs the user on when an internet connection is established. ICQ is designed to allow friends, family and groups of people to know when others are on the Internet. ICQ also has functionality to perform gaming over the internet.

Features and Risks
The main disadvantage of ICQ is the configuration and use of Pinholing through the M10 JetStream Modem. To allow all the functions through the M10, you have to open up a large port range of both TCP and UDP. This poses an increased security risk. Port 4000 UDP is used to connect to the ICQ server for logging the user on, and ICQ requires at least 10 ports for its basic connections.

Configuration Overview - Assumptions
This assumes that the computers have already been set up for Fast Internet and that Web Browsing is working. It also assumes that ICQ has been installed and is ready to be configured for JetStream. M10 ICQ can only be set up for minimum connections, up to 10 eg.text chatting, sending messages. For further application support within ICQ a larger port range will have to be used.

Prerequisites
PCs running Windows and support the use of ICQ. System requirements are as follows:

· ICQ on the Windows Platform requires at least Windows 95 with a Pentium 100 or greater.

Preconfiguring the M10 for ICQ
This procedure allows you to pre-configure the M10 for ICQ using a technology called Pinholing

Step
Action

1.
Logon to the m10 using an internet browser. To do this click in the address bar of the browser and type the following http://192.168.1.254 and press <Enter>.

Result: This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen.

2.
Click on Pinhole.

Continued on next page

Procedures for ICQ Setup - Win 95, Win 98 & Win NT 4.0, Continued

Preconfiguring the M10 for ICQ (continued)


Step
Action

3.
Enter the basic port numbers for ICQ. These are as follows: 

· External Port Start: 1024

· External Port End: 1035 or 5000 as required for MAC ICQ

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 1024

4.
Click Add. The screen will update and show you what you have entered.
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5.
You now have to add a pinhole entry for logon support to ICQ using the following ports:

· External Port Start: 4000

· External Port End: 4001

· Protocol: UDP

· Internal IP Address: The IP address of your PC

· Internal Port: 4000

6.
Click Add.

Result:  The screen will update and show the results.

7.
Click Home, then Restart M10. The web server will ask you to confirm the operation.

8.
Click Restart.

9.
The M10 will now reboot. Continue on to the configuration of ICQ below.

Continued on next page

Procedures for ICQ Setup - Win 95, Win 98 & Win NT 4.0, Continued

Configuring ICQ under Windows
Use the procedure below. 

Step
Action

1
Open ICQ.

2.
Click the ICQ Button.

3.
Go to ‘Preferences’ and click the <Connection> tab.

4.
Click I am behind a firewall or Proxy. 
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Continued on next page

Procedures for ICQ Setup - Win 95, Win 98 & Win NT 4.0, Continued

Configuring ICQ under Windows (continued)





5.
In the following settings select I don't use a SOCKS Proxy Server on my firewall or I am using another Proxy server
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Continued on next page

Procedures for ICQ Setup - Win 95, Win 98 & Win NT 4.0, Continued

Configuring ICQ under Windows (continued)


Step
Action
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Continued on next page

Procedures for ICQ Setup - Win 95, Win 98 & Win NT 4.0, Continued

Configuring ICQ under Windows (continued)


Step
Action
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6.
Enter the port range used in the M10 Setup within the Use the following TCP listen ports for incoming events boxes. Use the values as shown above in the NAT Pinhole Configuration screen, enter 1024 – 1035. 

7.
Click Close

For other configuration details go to http://www.icq.com
Chat I Seek You (ICQ) - Linux/Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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Changing ISPs
Overview

Introduction
The need to change ISP’s may be necessary within an environment where there are different users on a single system at different times.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedure for Changing ISP’s - Mac OS
6-2

Procedure for Changing ISP’s - Win 95, Win 98 & Win NT 4.0
6-4

Procedure for Changing ISP’s - Linux Unix
6-7

Procedure for Changing ISP’s - Mac OS

Description
This procedure outlines the steps necessary to change ISP’s. The need to change ISP’s may be necessary within an environment where there are different users on a single system at different times.

Features and Risks
Pinholing is not required for this procedure

A web browser is necessary to access the M10. 

Changing the Service Provider may cause other machines on a LAN to lose some functionality such as email access if the ISP is changed from one to another.

Configuration Overview-Assumptions
Basic assumptions taken for this procedure are: 

· The Telecom JetStream has been set up and is currently running.

· The PC has been set up and has an allocated IP address from the M10

· There may be several users using a single PC behind the Telecom JetStream Service.

Prerequisites
The only pre-requisite that exists for this procedure is that a Web Browser has been installed on the computer with logon ID & Password to the ISP account.

Modem Configuration
This procedure allows you to configure the M10 for using different Internet Service Providers.  To logon to an ISP you will first need to set up an account with that ISP and obtain a user ID and password.

Step
Action

1.
Logon to the M10 from a computer using an internet browser. To do this, click in the address bar of the browser and type the following http://192.168.1.254 and press <Enter>.

2.
Enter the user name and password. For the M10 enter anything for the user name and Telecom (case sensitive) for the password. This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen. If you receive the message Authorisation Failed, Retry ?, you may not have the correct password for the M10. Phone Support to get a password for this service.

3.
Click on the field next to PAP Username.

Continued on next page

Procedure for Changing ISP’s - Mac OS, Continued

Modem Configuration (continued)


Step
Action

4.
Enter the username details to change the ISP. These are typically username.xadsl@domain.co.nz

Example: fast.access.xadsl@isp.co.nz

5.
Click on the field next to PAP Password

6.
Enter your user password
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7.
Click <Save> then Restart M10. The web server will ask you to confirm the operation.

8.
Click Restart.

The M10 will now reboot. When it has completed rebooting, you should now be using a different ISP for your internet access. To check the details click Home in the browser screen.

Procedure for Changing ISP’s - Win 95, Win 98 & Win NT 4.0

Description
This procedure outlines the steps necessary to change ISP’s. The need to change ISP’s may be necessary within an environment where there are different users on a single system at different times.

Features and Risks
Pinholing is not required for this procedure

A web browser is necessary to access the M10. 

Changing the Service Provider may cause other machines on a LAN to lose some functionality such as email access if the ISP is changed from one to another.

Configuration Overview-Assumptions
Basic assumptions taken for this procedure are: 

· The Telecom JetStream has been set up and is currently running.

· The PC has been set up and has an allocated IP address from the M10

· There may be several users using a single PC behind the Telecom JetStream Service.

Prerequisites
The only pre-requisite that exists for this procedure is that a Web Browser has been installed on the computer with logon ID & Password to the ISP account.

Modem Configuration
This procedure allows you to configure the M10 for using different Internet Service Providers.  To logon to an ISP you will first need to set up an account with that ISP and obtain a user ID and password.

Step
Action

1.
Logon to the M10 from a computer using an internet browser. To do this, click in the address bar of the browser and type the following http://192.168.1.254 and press <Enter>.

Continued on next page

Procedure for Changing ISP’s - Win 95, Win 98 & Win NT 4.0, Continued

Modem Configuration (continued)


Step
Action

2.
Enter the user name and password. For the M10 enter anything for the user name and Telecom (case sensitive) for the password. This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen. If you receive the message Authorisation Failed, Retry ?, you may not have the correct password for the M10. Phone Support to get a password for this service.
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Continued on next page

Procedure for Changing ISP’s - Win 95, Win 98 & Win NT 4.0, Continued

Modem Configuration (continued)


Step
Action

3.
Click on the field next to PAP Username.

4.
Enter the username details to change the ISP. These are typically username.xadsl@domain.co.nz

Example: fast.access.xadsl@isp.co.nz

5.
Click on the field next to PAP Password

6.
Enter your user password
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7.
Click <Save> then Restart M10. The web server will ask you to confirm the operation.

8.
Click Restart.

The M10 will now reboot. When it has completed rebooting, you should now be using a different ISP for your internet access. To check the details click Home in the browser screen.

Procedure for Changing ISP’s - Linux Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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Video Streaming
Overview

Introduction
Video Streaming gives Internet users the ability to watch TV over the Internet and is commonly used on the internet for watching live sport, News, entertainment, and music videos.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for Video Streaming Setup - Mac OS
7-2

Procedures for Video Streaming Setup - Win 95, Win 98 & Win NT 4.0
7-8

Procedures for Video Streaming Setup - Linux Unix
7-14

Procedures for Video Streaming Setup - Mac OS

Description
Video Streaming gives Internet users the ability to watch TV over the Internet and is commonly used on the internet for watching live sport, News, entertainment, and music videos. Video Streaming support now exists in most web browsers and Real Networks RealPlayer streams more than 85% of all media on the web. RealPlayer from Real Networks will be used as the streaming application.

Features and Risks
The main disadvantage of Video Streaming is that the video stream may not always look as good as it should due to network congestion on the Internet. However the setup for the video streaming is very easy on Macintosh systems, as the application generally uses an automatic utility to determine the best transport available for streaming.

Configuration Overview-Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that the computer has a streaming video player installed and is ready to be configured for Telecom JetStream. Both Streaming RTSP and Web proxied connections can be used for Video streaming over the internet.

Prerequisites
The Apple Macintosh supports the use of Video Streaming. System requirements for the RealPlayer G2 application follows:

· The Macintosh requires MAC OS 8.1 or later, 32MB RAM, 65MB virtual memory, 604 PowerPC (200MHz or better) Browser support for Microsoft Internet Explorer 4.01 or later or Netscape 4.05 or later.

Continued on next page

Procedures for Video Streaming Setup - Mac OS, Continued

Configuring the M10
There are no prerequisites for the M10 as the typical streaming application uses an autoconfigure utility which detects which ports it can use outbound. However for RTSP support the following procedure allows you to pre-configure the M10 for RTSP video streaming using Pinholing. This procedure is not necessary to stream video under normal circumstances.

Step
Action

1.
Logon to the M10 using an internet browser. To do this click in the address bar of the browser and type the following http://192.168.1.254 and press <Enter>. This brings you to the primary M10  JetStream (Telecom Fast Access) configuration screen.
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2.
Click on Pinhole.

3.
Enter the basic port numbers for RTSP. These are as follows: 

· External Port Start: 554

· External Port End: 554

· Protocol: TCP

· Internal IP Address: The IP address of your PC

· Internal Port: 554

Continued on next page

Procedures for Video Streaming Setup - Mac OS, Continued

Configuring the M10 (continued)


Step
Action

4.
Click Add. The screen will update and show you what you have entered.
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5.
Add a pinhole entry for streaming support using the following ports:

· External Port Start: 6970

· External Port End: 7170

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 7070

6.
Click Add. Once again the screen will update and show the results.

7.
Add this pinhole entry also for streaming support using the following ports:

· External Port Start: 6970

· External Port End: 7170

· Protocol: UDP

· Internal IP Address: The IP address of your PC 

· Internal Port: 7070

8.
Click Add. Once again the screen will update and show the results.

9.
Click Home, then Restart M10. The web server will ask you to confirm the operation.

10.
Click Restart.

11.
The M10 will now reboot. Continue on to the configuration of RealPlayer.

Continued on next page

Procedures for Video Streaming Setup - Mac OS, Continued


Configuring streaming video using Real Player Under MAC OS

 Step
Action

1.
Open RealPlayer G2
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2.
Click Options, then Preferences.

Continued on next page

Procedures for Video Streaming Setup - Mac OS, Continued

styleref "Block Label" (continued)


Step
Action

3.
Click the Proxy tab, Make sure that the PNA Proxy and RTSP Proxy options are unchecked, and that the No HTTP Proxy button is selected.
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4.
Click the Transport tab and select Automatically select best transport.

5.
Click on Auto-configure, then select <OK>
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Step
Action
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6.
Once auto-configure is complete click <OK> at the bottom of the preferences window.

For other configuration details go to http://www.real.com
Procedures for Video Streaming Setup - Win 95, Win 98 & Win NT 4.0

Description
Video Streaming gives Internet users the ability to watch TV over the Internet and is commonly used on the internet for watching live sport, News, entertainment, and music videos. Video Streaming support now exists in most web browsers and Real Networks RealPlayer streams more than 85% of all media on the web. RealPlayer from Real Networks will be used as the streaming application.

Features and Risks
The main disadvantage of Video Streaming is that the video stream may not always look as good as it should due to network congestion on the Internet. However the setup for the video streaming is very easy on Windows, as the application generally uses an automatic utility to determine the best transport available for streaming.

Configuration Overview-Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that the computer has a streaming video player installed and is ready to be configured for Telecom JetStream. Both Streaming RTSP and Web proxied connections can be used for Video streaming over the internet.

Prerequisites
PCs running Windows support the use of Video Streaming. System requirements for the RealPlayer G2 application follow:

· The Windows Platform requires at least Windows 95 with a Pentium 90 or greater, 16MB RAM, 16bit sound support, and Web browser.

Continued on next page

Procedures for Video Streaming Setup - Win 95, Win 98 & Win NT 4.0, Continued

Configuring the M10
There are no prerequisites for the M10 as the typical streaming application uses an autoconfigure utility which detects which ports it can use outbound. However for RTSP support the following procedure allows you to pre-configure the M10 for RTSP video streaming using Pinholing. This procedure is not necessary to stream video under normal circumstances.

Step
Action

1
Logon to the M10 using an internet browser. To do this click in the address bar of the browser and type the following http://192.168.1.254 and hit enter. This brings you to the primary M10  JetStream (Telecom Fast Access) configuration screen.
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2.
Click on Pinhole.

3.
Enter the basic port numbers for RTSP. These are as follows: 

· External Port Start: 554

· External Port End: 554

· Protocol: TCP

· Internal IP Address: The IP address of your PC

· Internal Port: 554

Continued on next page

Procedures for Video Streaming Setup - Win 95, Win 98 & Win NT 4.0, Continued

Configuring the M10 (continued)


Step
Action

4.
Click Add. The screen will update and show you what you have entered.
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5.
Add a pinhole entry for streaming support using the following ports

· External Port Start: 6970

· External Port End: 7170

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 7070

6.
Click Add. Once again the screen will update and show the results.

7.
Add this pinhole entry also for streaming support using the following ports

· External Port Start: 6970

· External Port End: 7170

· Protocol: UDP

· Internal IP Address: The IP address of your PC 

· Internal Port: 7070

8.
Click Add. Once again the screen will update and show the results.

9.
Click Home, then Restart M10. The web server will ask you to confirm the operation.

10.
Click Restart.

11.
The M10 will now reboot. Continue on to the configuration of RealPlayer.

Continued on next page

Procedures for Video Streaming Setup - Win 95, Win 98 & Win NT 4.0, Continued


Configuring Video Streaming using RealPlayer G2 under Windows. 

 Step
Action

1.
Open RealPlayer G2

2.
Click Options, then Preferences.
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3.
Click the Proxy tab, Make sure that the PNA Proxy and RTSP Proxy options are unchecked, and that the No HTTP Proxy button is selected.

Continued on next page
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Step
Action

4.
Click the Transport tab and select Automatically select best transport.
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Step
Action
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5.
Click on <Auto-Configure>, then click <OK>

6.
Once auto-configure is complete click <OK> at the bottom of the preferences window.

For other configuration details go to http://www.real.com
Procedures for Video Streaming Setup - Linux Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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Audio Streaming
Overview

Introduction
Audio as with Video Streaming gives Internet users the ability to listen to Live Radio over the Internet and is commonly used on the internet for tuning in on live sport, News, entertainment, and music.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for Audio Streaming Mac OS
8-2

Procedures for Audio Streaming Win 95, Win 98 & Win NT 4.0
8-7

Procedures for Audio Streaming Linux Unix
8-13

Procedures for Audio Streaming Mac OS

Description
Audio as with Video Streaming gives Internet users the ability to listen to Live Radio over the Internet and is commonly used on the internet for tuning in on live sport, News, entertainment, and music. Audio Streaming support now exists in most web browsers and Real Networks RealPlayer streams more than 85% of all media on the web. RealPlayer from Real Networks will be used as the streaming application.

Features and Risks
The main disadvantage of Audio Streaming is that the audio stream may not always sound as good as it should due to network congestion on the Internet. However the setup for the video streaming is very easy on both Windows and Macintosh systems, as the application generally uses an automatic utility to determine the best transport available for streaming.

Configuration Overview-Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that the computer has a streaming audio player installed and is ready to be configured for Telecom JetStream.

Prerequisites
Apple Macintoshes support the use of Audio Streaming. System requirements using the RealPlayer G2 application are as follows:

· The Macintosh requires MAC OS 8.1 or later, 32MB RAM, 65MB virtual memory, 604 PowerPC (200MHz or better) Browser support for Microsoft Internet Explorer 4.01 or better or Netscape 4.05 or later . 

Configuring the M10
There are no prerequisites for the M10 as the typical streaming application uses an autoconfigure utility which detects which ports it can use outbound. However for RTSP support the following procedure allows you to pre-configure the M10 for RTSP streaming using Pinholing. This procedure is not necessary to stream audio under normal circumstances.



Step
Action

1.
Logon to the M10 using an internet browser. To do this click in the address bar of the browser and type the following http://192.168.1.254 and hit enter. This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen.

2.
Click on Pinhole.

Continued on next page

Procedures for Audio Streaming Mac OS, Continued

Configuring the M10 (continued)


Step
Action

3.
Enter the basic port numbers for RTSP. These are as follows: 

· External Port Start: 554

· External Port End: 554

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 554

4.
Click Add. The screen will update and show you what you have entered.

5.
Add a pinhole entry for streaming support using the following ports:

· External Port Start: 6970

· External Port End: 7170

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 7070

6.
Click Add. Once again the screen will update and show the results.

7.
Add this pinhole entry also for streaming support using the following ports:

· External Port Start: 6970

· External Port End: 7170

· Protocol: UDP

· Internal IP Address: The IP address of your PC 

· Internal Port: 7070

8.
Click Add. Once again the screen will update and show the results.
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Continued on next page

Procedures for Audio Streaming Mac OS, Continued

Configuring the M10 (continued)


Step
Action

9.
Click Home, then Restart M10. The web server will ask you to confirm the operation.

10.
Click Restart.

11.
The M10 will now reboot. Continue on to the configuration of RealPlayer.


Configuring Streaming Audio using Real Player Under MAC OS 

Step
Action

1
Open RealPlayer G2

2.
Click Options, then Preferences.

3.
Click the Proxy tab, make sure that the Use PNA Proxy and Use RTSP Proxy options are unchecked, and that the No HTTP Proxy button is selected.
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Continued on next page
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styleref "Block Label" (continued)


Step
Action

4.
Click the Transport tab and select Automatically select best transport.
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5.
Click on Auto-Configure, then select <OK>.
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Step
Action
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6.
Once auto-configure is complete click <OK>.
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For other configuration details go to http://www.real.com
Procedures for Audio Streaming Win 95, Win 98 & Win NT 4.0

Description
Audio as with Video Streaming gives Internet users the ability to listen to Live Radio over the Internet and is commonly used on the internet for tuning in on live sport, News, entertainment, and music. Audio Streaming support now exists in most web browsers and Real Networks RealPlayer streams more than 85% of all media on the web. RealPlayer from Real Networks will be used as the streaming application.

Features and Risks
The main disadvantage of Audio Streaming is that the audio stream may not always sound as good as it should due to network congestion on the Internet. However the setup for the video streaming is very easy on both Windows and Macintosh systems, as the application generally uses an automatic utility to determine the best transport available for streaming.

Configuration Overview-Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that the computer has a streaming audio player installed and is ready to be configured for Telecom JetStream.

Prerequisites
PCs running Windows support the use of Audio Streaming. System requirements using the RealPlayer G2 application are as follows:

· The Windows Platform requires at least Windows 95 with a Pentium 90 or greater, 16MB RAM, 16bit sound support, and Web browser.

Continued on next page

Procedures for Audio Streaming Win 95, Win 98 & Win NT 4.0, Continued

Configuring the M10
There are no prerequisites for the M10 as the typical streaming application uses an autoconfigure utility which detects which ports it can use outbound. However for RTSP support the following procedure allows you to pre-configure the M10 for RTSP streaming using Pinholing. This procedure is not necessary to stream audio under normal circumstances.



Step
Action

1.
Logon to the M10 using an internet browser. To do this click in the address bar of the browser and type the following http://192.168.1.254 and hit enter. This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen.

2.
Click on Pinhole.

3.
Enter the basic port numbers for RTSP. These are as follows: 

· External Port Start: 554

· External Port End: 554

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 554

4.
Click Add. The screen will update and show you what you have entered.

5.
Add a pinhole entry for streaming support using the following ports:

· External Port Start: 6970

· External Port End: 7170

· Protocol: TCP

· Internal IP Address: The IP address of your PC 

· Internal Port: 7070

6.
Click Add. Once again the screen will update and show the results.

7.
Add this pinhole entry also for streaming support using the following ports:

· External Port Start: 6970

· External Port End: 7170

· Protocol: UDP

· Internal IP Address: The IP address of your PC 

· Internal Port: 7070

Continued on next page
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Configuring the M10 (continued)


Step
Action

8.
Click Add. Once again the screen will update and show the results.
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9.
Click Home, then Restart M10. The web server will ask you to confirm the operation.

10.
Click Restart.

11.
The M10 will now reboot. Continue on to the configuration of RealPlayer.

Continued on next page

Procedures for Audio Streaming Win 95, Win 98 & Win NT 4.0, Continued


Configuring Streaming Audio using Real Player Under MAC OS 

Step
Action

1
Open RealPlayer G2

2.
Click Options, then Preferences.

3.
Click the Proxy tab, make sure that the Use PNA Proxy and Use RTSP Proxy options are unchecked, and that the No HTTP Proxy button is selected.

[image: image58.png]e [ o | e [ W [ e |
Tianspot Pow | pefomace | Swpet |
Py opions

For secuity, you network may receive data thiouh a prowy. Speciy any
picsies below. (Consult you network admirisator )

PNA and RTSP Optons. Por

™ Use PN prow:
I™ Use RTSP prowy

HTTP Optons

€ Use my web browser's HTTP prosy
& HaHTTE Fiom)

€ Manualy cofigure HTTP prosy Por
Prowy Server
Exceptions

Do notuse prowyfor: (host], host 2 host3, )

[ Cancel







Continued on next page

Procedures for Audio Streaming Win 95, Win 98 & Win NT 4.0, Continued

styleref "Block Label" (continued)


Step
Action

4.
Click the Transport tab and select Automatically select best transport.
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Step
Action

5.
Click on Auto-Configure, then select <OK>.
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6.
Once auto-configure is complete click <OK>.
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For other configuration details go to http://www.real.com
Procedures for Audio Streaming Linux Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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Video Conferencing
Overview

Introduction
Video conferencing Set up was not available at the time of publication.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for Video Conference setup
9-2

Procedures for Video Conference setup

Description
Video conferencing gives Internet users the ability to have person to person or group discussions over the Internet. Video conferencing support now exists in most web browsers with the likes of Microsoft NetMeeting.

Features and Risks
The main disadvantages of Video conferencing are that the video stream may not always look as good as it should due to network congestion on the Internet and Video conferencing does not work on the current Jetstream platform.
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Web Hosting
Overview

Introduction
For users that want to have a live presence on the internet, web hosting over Telecom JetStream is the best way. Web hosting gives other netizens the ability to see who you are and what you do. 

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for Web Hosting for All OS
10-2

Procedures for Web Hosting for All OS

Description
For users that want to have a live presence on the internet, web hosting over Telecom JetStream is the best way. Web hosting gives other netizens the ability to see who you are and what you do. This is ideal for the small business interested in advertising their services. All that it required is a computer capable of running web server software.

Features and Risks
When hosting services using dynamic IP addressing, it becomes difficult to provide a quality of service to the host system and the users. When web hosting or mail hosting from behind a dynamic IP system, if an IP change occurs, it may take several minutes or hours to complete an update of the DNS and MX systems. If you are using a dynamic DNS and MX system, you may have to go through a complex set of tasks to change your entries on the Dynamic Server.

With Static IP addressing, the above issues are resolved. You set the DNS entries once and forget them. This is also true for Mail’s MX records. No changes are needed if using Static IP addressing as it is constant and unchanging.   We therefore recommend that you use a Static IP address for hosting services.   Static IP address can be obtained from your ISP.

Some Internet Providers have a service available that allows you to have a dynamic IP address without having to change the DNS and MX records yourself. This service may cost extra to be put in place, however it is a good answer to the problem of using dynamic IP addresses. The service works by checking your login and PPP details and automatically changing your DNS entry accordingly. There may be no need to update the DNS systems elsewhere on the Internet as the Internet Provider may use a proxy, which masks your real IP address.

A pinhole is required to be set up to a specific machine using port 80.

Configuration Overview-Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that the computer has a Web Server installed and is ready to be configured for Telecom JetStream.

Prerequisites
Both PC running Windows and Apple Macintosh support Web server applications. System requirements are based on the web server application. Please consult the Web server information for PC requirements.

Continued on next page

Procedures for Web Hosting for All OS, Continued

Configuring the M10
Configuring the Web server pinhole on the M10 is as follows:

Step
Action

1
Logon to the m10 using an internet browser. To do this, click in the address bar of the browser and type the following http://192.168.1.254 and hit enter. This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen. 

2.
Click on Pinhole.

3.
Enter the basic port numbers for Web hosting. These are as follows: 

· External Port Start: 80

· External Port End: 81

· Protocol: TCP

· Internal IP Address: The IP address of your Web server. e.g. 192.168.1.1

· Internal Port: 80

4.
Click Add. The screen will update and show you what you have entered.
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“When finished adding or deleting Pinhole Entries, click the Home button and restart the router.
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5.
Click Home, then Restart M10. The web server will ask you to confirm the operation.

6.
Click Restart.


Configuring the web server pinhole on the M10 to support secure http (https), you need to enable port 443.

Continued on next page

Procedures for Web Hosting for All OS, Continued

Other Configurations necessary to use Web Hosting
For instruction on how to set up hosting applications, please refer to your own application documentation or consult a specialist.

See below for an example of how to register for a DNS.

Step
Action

1
Go to www.dyndns.org.

2.
Click on Members’ NIC.

3.
Click on Create a NIC Account.

4.
Enter a username and email address, then click Create Account.

5.
Login to DynDNS. You will have to retrieve your password, which DynDNS has sent to your email address as entered above.

6.
Click on the Service labeled, Dynamic DNS.

7.
Click Add, and enter your details in the fields. You will need your current IP address of the M10 PPP (vcc1) interface. You can retrieve this under Monitor, then click Interfaces in the M10 Web page.

8.
Once you have added a Dynamic DNS entry, go back to the DynDNS home page.

9.
Click on clients. This will take you to the clients home page which are the utilities used to update the Dynamic DNS with a newly allocated IP address.

10.
Download the client for your operating system and it will update the DNS entry when the IP address of the M10 has changed.
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Mail Hosting
Overview

Introduction
For users that want to have a live presence on the internet, mail hosting over Telecom JetStream is the best way. Mail hosting allows your business to receive email directly from the internet without using an Internet provider as a host system.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for Mail Hosting All OS Systems
11-2

Procedures for Mail Hosting All OS Systems

Description
For users that want to have a live presence on the internet, mail hosting over Telecom JetStream is the best way. Mail hosting allows your business to receive email directly from the internet without using an Internet provider as a host system. This is ideal for the small business interested in taking care of their own services. All that it requires is a computer capable of running mail server software.

Features and Risks
When hosting services using dynamic IP addressing, it becomes difficult to provide a quality of service to the host system and the users. When web hosting or mail hosting from behind a dynamic IP system, if an IP change occurs, it may take several minutes or hours to complete an update of the DNS and MX systems. If you are using a dynamic DNS and MX system, you may have to go through a complex set of tasks to change your entries on the Dynamic Server.

With Static IP addressing, the above issues are resolved. You set the DNS entries once and forget them. This is also true for Mail’s MX records. No changes are needed if using Static IP addressing as it is constant and unchanging.   We therefore recommend that you use a Static IP address for hosting services.   Static IP address can be obtained from your ISP.

Some Internet Providers have a service available that allows you to have a dynamic IP address without having to change the DNS and MX records yourself. This service may cost extra to be put in place, however it is a good answer to the problem of using dynamic IP addresses. The service works by checking your login and PPP details and automatically changing your DNS entry accordingly. There may be no need to update the DNS systems elsewhere on the Internet as the Internet Provider may use a proxy, which masks your real IP address.

A pinhole is required to be set up to a specific machine using port 25.

Configuration Overview-Assumptions
This assumes that the computers have already been set up for JetStream and that Web Browsing is working. It also assumes that the computer has a Mail Server installed and is ready to be configured for Telecom JetStream.

Prerequisites
Both PC running Windows and Apple Macintosh support Web server applications. System requirements are based on the mail server application. Please consult the Mail server information for PC requirements.

Continued on next page

Procedures for Mail Hosting All OS Systems, Continued

Configuring the M10
Configuring the Mail server pinhole on the M10 is as follows:

Step
Action

1
Logon to the m10 using an internet browser. To do this, click in the address bar of the browser and type the following http://192.168.1.254 and hit <Enter>. This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen. 

2.
Click on Pinhole.

3.
Enter the basic port numbers for Web hosting. These are as follows: 

· External Port Start: 25

· External Port End: 25

· Protocol: TCP

· Internal IP Address: The IP address of your Web server. e.g. 192.168.1.1

· Internal Port: 25

4.
Click Add. The screen will update and show you what you have entered.

5.
Click Home, then Restart M10. The web server will ask you to confirm the operation.

6.
Click Restart.

For instructions on how to set up hosting applications, please refer to your own application documentation or consult your own specialist.
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JetStream With New LAN
Overview

Introduction
This provides instructions on how to install and configure TCP/IP for a new LAN.

In this chapter
This chapter covers the following topics.

Topic
See Page

Setting up JetStream with a New LAN - Mac OS 8.6
12-2

Setting up JetStream with a New LAN - Win 95, 98
12-7

Setting up JetStream with a New LAN - NT 4.0 Workstation
12-12

Setting Up JetStream with a New LAN Linux Unix
12-20

Setting up JetStream with a New LAN - Mac OS 8.6

Introduction
This provides instructions on how to install and configure TCP/IP for Mac OS 8.6

Assumptions
This assumes that the computers have an Ethernet card already installed and that you are logged into the computer.

Installing Internet Profiles and TCP/IP for MAC OS 8.6
This procedure sets up the profiles used for TCP/IP networking and configures TCP/IP for the Telecom JetStream Service. It assumes you have MAC OS 8.6 or later.

Step
Action

1.
Click on the Apple icon.

2.
Go to Internet Access, Internet Setup Assistant.
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Continued on next page

Setting up JetStream with a New LAN - Mac OS 8.6, Continued

Installing Internet Profiles and TCP/IP for MAC OS 8.6 (continued)


Step
Action

3.
A dialogue box asks if you want to set up your computer to use the internet, Click <Yes>.
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Continued on next page

Setting up JetStream with a New LAN - Mac OS 8.6, Continued

Installing Internet Profiles and TCP/IP for MAC OS 8.6 (continued)


Step
Action
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4.
It asks if you already have an internet account….If you have already registered and had Telecom JetStream installed, Click <Yes>.
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Continued on next page

Setting up JetStream with a New LAN - Mac OS 8.6, Continued

Installing Internet Profiles and TCP/IP for MAC OS 8.6 (continued)


Step
Action

5.
Follow the instructions until you come to the Configuration Name and Connection Type menu.

6.
The name of the configuration should be something meaningful such as Telecom. Remember this name as it will be used later on.

7.
You will be connecting to the internet via NETWORK.

8.
At the Apple Remote Access screen select Yes and click the right arrow to continue.

9.
The following instructions will ask for DNS settings….There is no need to set these up as they will be set up for you later, click the right arrow to go on to the next page.

10.
Enter your e-mail details when the Email Address and Password screens come up. If you are unsure of the details please contact an ISP support person.

11.
When the screen appears asking whether you use a proxy server to connect to the internet, click <No>.

12.
Click Go Ahead when the Conclusion dialogue box appears.

IP Setup 


Step
Action

1
Go to Apple, Control Panels, TCP/IP.
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Continued on next page

Setting up JetStream with a New LAN - Mac OS 8.6, Continued

IP Setup (continued)


Step
Action

2.
A pop up dialogue box will ask whether you want to make TCP/IP active after closing the control panel, click Yes.

3.
In the Connect Via box, choose Ethernet.
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4.
In the configure box choose Using DHCP Server.

5.
The DHCP Client ID will be the name you used in the Internet Assistant setup. Such as Telecom.

6.
No other changes are necessary.

7.
Click the close box to close the control panel.

You are now ready to use the internet.

Setting up JetStream with a New LAN - Win 95, 98

Installing and Configuring Networking
This Provides Instructions on How To Install and Configure TCP/IP for Windows 95 & 98.

Assumptions
This assumes that the Computers have an Ethernet card already installed and that you are logged into the computer.

Installing TCP/IP under Windows 95
If TCP/IP is installed on your computer carry on to Configuring TCP/IP and Networking, otherwise follow the instructions below:

Step
Action

1
On the Start menu, choose Settings, then choose Control Panel.
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2.
Double-click the Network icon. The Network dialog box appears.

Continued on next page

Setting up JetStream with a New LAN - Win 95, 98, Continued

Installing TCP/IP under Windows 95 (continued)


Step
Action

3.
Click Add. The Select Network Component Type dialog box appears.
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4.
Select Protocol and click Add. The Select Network Protocol dialog box appears.

5.
In the Manufacturer box, choose Microsoft.

6.
In the Network Protocols box, choose TCP/IP.
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7.
Click <OK>.

8.
Windows should install the relevant files from the hard drive, if a dialogue box appears and asks for the Windows 98 disk, insert the disk into the CD-ROM drive and click <OK>.

9.
Click Yes when prompted to restart your system.

10.
Go to the next procedure to configure TCP/IP & Networking.

Continued on next page

Setting up JetStream with a New LAN - Win 95, 98, Continued

Configuring TCP/IP & Networking
If TCP/IP is installed on your computer, do the following to configure it for use with the ADSL Router.

Step
Action

1.
On the Start menu, choose Settings, then choose Control Panel.
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2.
Double-click the Network icon. The Network dialog box appears.

Continued on next page

Setting up JetStream with a New LAN - Win 95, 98, Continued

Configuring TCP/IP & Networking (continued)


Step
Action

3.
On the Configuration tab, select the TCP/IP entry associated with the Ethernet Adapter not the Dialup Adapter.

[image: image73.png][ P p———

T oloning stk conpererts e taled
WU DiaUp Adie £2 VPN Suppotl







4.
Click Properties. The TCP/IP Properties dialog box appears.

Continued on next page

Setting up JetStream with a New LAN - Win 95, 98, Continued

Configuring TCP/IP & Networking (continued)


Step
Action

5.
Click the IP Address tab.
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6.
Select Obtain an IP address automatically. This defines your machine as a DHCP client.

7.
Click the DNS Configuration tab.

8.
Select Disable DNS. This sets the computer to use the ADSL Router as its DNS server.

9.
Click the <Identification> tab.

10.
Highlight the Computer name field and change to your ISP login name.

11.
The Workgroup field should be left at Workgroup.

12.
Click <OK>.

13.
Windows should install the relevant files from the hard drive, if a dialogue box appears and asks for the Windows 95/98 disk, insert the disk into the CD-ROM drive and click <OK>.

14.
Click Yes when prompted to restart your system.

Setting up JetStream with a New LAN - NT 4.0 Workstation

Installing and Configuring Networking
This Provides Instructions on How to Install and Configure TCP/IP for Windows NT 4.0.

Assumptions
This assumes that the Computers have an Ethernet card already installed and that you are logged into the computer.

Installing TCP/IP for Windows NT Workstation
The installation of Networking for Windows NT assumes that you are using Windows NT 4.0 with at least service pack 3 or 4. By default, Windows NT only comes with Internet Explorer 2.0. You should upgrade to Internet Explorer 4.0 or 5.0 as there are Year 2000 compliance issues with IE 2.0.

If TCP/IP is installed on your computer carry on to Configuring TCP/IP and Networking, otherwise follow the instructions below:

Step
Action

1
On the Start menu, choose Settings, then choose Control Panel.
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Continued on next page

Setting up JetStream with a New LAN - NT 4.0 Workstation, Continued

Installing TCP/IP for Windows NT Workstation (continued)


Step
Action

2.
Double-click the Network icon. The Network dialog box appears.
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Continued on next page

Setting up JetStream with a New LAN - NT 4.0 Workstation, Continued

Installing TCP/IP for Windows NT Workstation (continued)


Step
Action

3.
Click on protocols tab, then <Add…> button.
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4.
Click on TCP/IP protocol, then <OK>.

5.
A dialogue box will appear asking whether you wish to use DHCP?. Click <Yes>.
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6.
Windows now copies the relevant files from the Windows NT CD ROM or your hard drive.

7.
TCP/IP should now show in the Network Protocols box. Click Close now to configure TCP/IP.

Continued on next page

Setting up JetStream with a New LAN - NT 4.0 Workstation, Continued


Configuring TCP/IP and Networking

Step
Action

1
If you have already installed TCP/IP for Windows NT then right mouse click on Network Neighbourhood, properties, click protocols
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Continued on next page

Setting up JetStream with a New LAN - NT 4.0 Workstation, Continued

styleref "Block Label" (continued)


Step
Action

2.
Click Protocols Tab when the Network dialogue box displays
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3.
When the Network Dialogue box comes up choose TCP/IP, then click the <Properties> button.  If you have just finished installing TCP/IP continue.
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Continued on next page

Setting up JetStream with a New LAN - NT 4.0 Workstation, Continued

styleref "Block Label" (continued)


Step
Action

4.
A Microsoft TCP/IP Properties dialogue box appears next, click on Obtain an IP address from a DHCP server. 
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5.
Another dialogue box appears asking whether you want to enable DHCP, click <Yes>.
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6.
Click Apply

7.
Click <OK>.

Continued on next page

Setting up JetStream with a New LAN - NT 4.0 Workstation, Continued

styleref "Block Label" (continued)


Step
Action

8.
A dialogue box will appear asking you to restart your computer. Restart now as the internet connection will not start until it has been re-initialised.
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Setting Up JetStream with a New LAN Linux Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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JetStream with an Existing LAN
Overview

Introduction
This procedure provides instructions on how to configure the ADSL router for integration into an existing LAN infrastructure.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedures for Setting up JetStream with an Existing LAN Win 95, Win 98, & Win NT 4.0 Workstation
13-2

Procedures for Setting Up JetStream with an Existing LAN Linux Unix
13-6

Procedures for Setting up JetStream with an Existing LAN Win 95, Win 98, & Win NT 4.0 Workstation

Configuring the ADSL Router for Existing LAN settings
This procedure provides instructions on how to configure the ADSL router for integration into an existing LAN infrastructure.

Assumptions


This assumes that the current LAN or PC’s have TCP/IP running as the main networking protocol and that DHCP is already being used.

Ways to Configure Your Existing LAN Infrastructure
There are many different LAN configurations for networking in today's businesses. For configuring a Nokia ADSL router to connect to your existing LAN infrastructure without changing any of your existing IP addresses or DHCP services, the following procedure will have to be followed. It will also require the assistance of a certified systems integrator.  Please note that you will need to discuss implementation with your systems integrator as each LAN set up has its own configuration requirements and considerations.


Configuring the TCP/IP Address For Your Network 

Screens shown below require a special level of logon.  You will need a  to perform this service for you.  The steps below demonstrate what can be used if you have this special level of logon. 

Step
Action

1
Login to the ADSL router with the Administrator password.

Continued on next page

Chapter 13
JetStream with an Existing LAN, Continued

styleref "Block Label" (continued)


Step
Action

2.
Click on Router , this will bring up the router configuration menu. To change the attributes of this page click on each of the relevant windows and change the text.

[image: image85.png]M10 Input - Netscape. [_[OIx]
Fie Edt View Go Commuricator Help

1 €& & 3 X 2 @ = & &

Bock  foid Reoad  Home  Seach Nebwowe P Seouiy i
7| i Booknaiks . Locaton /192 1681 258 omoder <] @ Whats Reed
7| Airstntessoge [ WhotsNow [ XTRACool (@ Seoch 8 XTRA o [ oiwars

Router Configuration

Systern Name: [Telecom Fast leces

Ethernet Port
Local Address: [192.168.1.254
Met Mask: [255.255.255.0
Broadcast Address: [192.168.1.255

Admin Restrictions: @ None © Admin-Disabled
Rip-send: C off &l €2 € vl-compat
Rip-receive: C off &l €92 O vl-compat g

Pl [Bocumert Done S Y 8P @ 2| 4







3.
Click on Local Address, to change the Ethernet settings to that of your network.

4.
Enter the IP address that will be allocated to the unit under your network scheme. An example as follows. Current IP address of the unit is 192.168.1.254, enter your network range such as 10.4.0.4.

5.
Click on the Net Mask entry and enter the mask used by your network. This is generally 255.255.255.0

6.
Click on the Broadcast Address entry, and enter the broadcast address of your network. The format for this is usually the IP range followed by 255, being an all ones broadcast. 

Example:  10.4.0.255

7.
Click on Save then Home then Restart M10. This will change the TCP/IP settings once a reboot has taken place.

Continued on next page

Procedures for Setting up JetStream with an Existing LAN Win 95, Win 98, & Win NT 4.0 Workstation, Continued


Note:

Based on our current experience, when you change the IP address you need to change the DHCP scope to fit the new address range, save, then turn off DHCP.  The M10 does not let you save the new IP address if the DHCP addresses are not in the same network.


Configuring the DHCP Settings For Your Network.

Screens shown below require a special level of logon.  You will need a  to perform this service for you.  The steps below demonstrate what can be used if you have this special level of logon.

Step
Action

1.
Login to the ADSL router with the Administrator password. A qualified installer or supplier may supply this or perform the service for you.

2.
Click on Router , this will bring up the router configuration menu. To change the attributes of this page click on each of the relevant windows and change the text.
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3.
Click the Mode Off in DHCP Settings to turn the DHCP functionality off for your network.

4.
Click on Save then Home then Restart M10. This will turn off the DHCP settings once a reboot has taken place.

Continued on next page

Procedures for Setting up JetStream with an Existing LAN Win 95, Win 98, & Win NT 4.0 Workstation, Continued


Configuring Your LAN Physical Connections 

Step
Action

1
After programming the ADSL Router your should be able to successfully connect your LAN to the ADSL Router by plugging the ADSL Router into your Hub or switch on a spare port.

Change your PC’s Default Gateway under the Network, TCP/IP settings to reflect the new IP address of the M10 ADSL Router as outlined in the Networking section See, Setting up JetStream with a New LAN. This will give the PC’s the M10 address

Procedures for Setting Up JetStream with an Existing LAN Linux Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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Telnet Out 
Overview

Introduction
Telnet is used typically to communicate with UNIX hosts and command line TCP/IP devices such as routers.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedure for Telnet Out Setup Mac OS
14-2

Procedure for Telnet Out Setup Win 95, Win 98 & Win NT 4.0
14-4

Procedure for Telnet Out Setup Linux Unix
14-6

Procedure for Telnet Out Setup Mac OS

Description
Telnet is used typically to communicate with UNIX hosts and command line TCP/IP devices such as routers. Telnet uses TCP port 23 for communication to the device or server.

Features and Risks
Telnet outbound allows the remote management of UNIX type environments out on the internet. 

Pinholing is not required for this service to work correctly as Telnet outbound to specific hosts on the internet is allowed by the M10 . 

Multiple sessions are allowed outbound without any issues.

Configuration Overview-Assumptions
This assumes that a Telnet client has already been installed on a computer with JetStream Access and that all other services are functioning correctly. Typical telnet applications such as Windows Telnet.exe and NCSA Telnet for MAC will be used.

Prerequisites
The only pre-requisite that exists for the use of telnet is that a telnet client is installed on the client computer and that a suitable Telnet host is enabled on the Internet.

Modem Configuration
There are no special instructions for the use of Telnet through the Modem.

Continued on next page

Procedure for Telnet Out Setup Mac OS, Continued

Configuring Telnet Under MAC OS
There is no requirement for change to the Telnet program. However Telnet does not come as part of the Internet applications on either an iMAC or Power Mac. 

To test this telnet utility you will have to download a Telnet client for MAC. NCSA, Telnet is widely available off the Internet for most Apple Macintosh platforms.
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Procedure for Telnet Out Setup Win 95, Win 98 & Win NT 4.0

Description
Telnet is used typically to communicate with UNIX hosts and command line TCP/IP devices such as routers. Telnet uses TCP port 23 for communication to the device or server.

Features and Risks
Telnet outbound allows the remote management of UNIX type environments out on the internet. 

Pinholing is not required for this service to work correctly as Telnet outbound to specific hosts on the internet is allowed by the M10 . 

Multiple sessions are allowed outbound without any issues.

Configuration Overview-Assumptions
This assumes that a Telnet client has already been installed on a computer with JetStream Access and that all other services are functioning correctly. Typical telnet applications such as Windows Telnet.exe and NCSA Telnet for MAC will be used.

Prerequisites
The only pre-requisite that exists for the use of telnet is that a telnet client is installed on the client computer and that a suitable Telnet host is enabled on the Internet.

Continued on next page

Procedure for Telnet Out Setup Win 95, Win 98 & Win NT 4.0, Continued

Modem Configuration
There are no special instructions for the use of Telnet through the Modem.

Configuring Telnet under Windows.

No configuration should be necessary for any client running TCP/IP on the computer however to test the functionality perform the following.

Step
Action

1
Check that the telnet server is running and functional.

2.
Run telnet.exe from the Internet connected PC. You can do this by doing the following

Click Start, Run, and type telnet <ip address of host> 

Example: telnet 202.37.128.129
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3.
Login to the host using your allocated user name and password. If you cannot login to the telnet host try another host to make sure your connection is working.
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Procedure for Telnet Out Setup Linux Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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Telnet Host Setup
Overview

Introduction
Telnet is used typically to communicate with UNIX hosts and command line TCP/IP devices such as routers.

In this chapter
This chapter covers the following topics.

Topic
See Page

Procedure for Telnet Host Setup Mac OS
15-2
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15-5

Telnet Host Setup Linux Unix
15-8

Procedure for Telnet Host Setup Mac OS

Description
 Telnet uses TCP port 23 for communication to the device or server.

Features and Risks
Telnet allows the remote management of UNIX type environments, therefore there are security risks associated with guest telnet enabled Host systems. 

Pinholing is required for this service to work correctly as Telnet to Host port 23 without the pinhole allows access to the M10 command line login. 

When using the Telnet service only one Telnet host is supported by the pinhole. 

Pinholing Telnet also requires the use of a static IP address on the internet side.

Configuration Overview-Assumptions
This assumes that the Telnet Host has already been set up for JetStream and that any other services are functioning correctly. Typical telnet applications such as Windows Telnet.exe and NCSA Telnet for MAC will be used.

Prerequisites
The only pre-requisites that exist for the use of telnet host is that a telnet client is installed on the client computer and that a suitable Telnet host is enabled on the server system.

Modem Configuration
To configure your M10 modem follow the procedure below:

Step
Action

1.
Logon to the m10 using an internet browser. To do this click in the address bar of the browser and type the following http://192.168.1.254 and hit enter. This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen.

2.
Login to the M10.

3.
Click on Pinhole.

4.
Enter the basic port numbers for Telnet. These are as follows: 

· External Port Start: 23

· External Port End: 24

· Protocol: TCP

· Internal IP Address: The IP address of your telnet Server

· Internal Port: 23

Continued on next page

Procedure for Telnet Host Setup Mac OS, Continued

Modem Configuration (continued)


Step
Action

5.
Click Add. The screen will update and show you what you have entered.
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6.
Next click Home, then Monitor, then Interfaces.
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show ip interfaces

IP Interfaces:

ENET (lan): { up broadeast default rip-send v1 rip-receive vi
inet 192.165.1.254 netmask £LEfff00 broadeast 192.168.1.255
physical address 00.40.43.02.02.5¢ ntu 1500

IP-Direct (vcez): [ up broadeast default address-mapping
inet 172.30.254.1 netwask L£E£0000 broadeast 172.30.255.255
physical address 00.00.00.00.00.00 mtu 1500

PPP (veel): [ up point-to-point address-mapping
inet 202.37.238.129 netmask 0 peer address 202.37.238.190
physical address 00.00.00.00.00.00 mtu 1500







7.
Note the IP address under the PPP (vcc1) interface. It should be something like 202.x.x.x. Note this IP address down as you will use it to telnet to your host.

8.
Click Home, then Restart M10

Continued on next page

Procedure for Telnet Host Setup Mac OS, Continued


Configuring Telnet Under MAC OS

As with the PC Setup there is no requirement for change to the Telnet program. However Telnet does not come as part of the Internet applications on either an iMAC or Power Mac. 

To test this telnet utility you will have to download a Telnet server and client for MAC applications and use the instructions from Configuring Telnet under Windows.
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Procedure for Telnet Host Setup Win 95, Win 98 & NT 4.0

Description
Telnet is used typically to communicate with UNIX hosts and command line TCP/IP devices such as routers. Telnet uses TCP port 23 for communication to the device or server.

Features and Risks
Telnet allows the remote management of UNIX type environments, therefore there are security risks associated with guest telnet enabled Host systems. 

Pinholing is required for this service to work correctly as Telnet to Host port 23 without the pinhole allows access to the M10 command line login. 

When using the Telnet service only one Telnet host is supported by the pinhole. 

Pinholing Telnet also requires the use of a static IP address on the internet side.

Configuration Overview-Assumptions
This assumes that the Telnet Host has already been set up for JetStream and that any other services are functioning correctly. Typical telnet applications such as Windows Telnet.exe and NCSA Telnet for MAC will be used.

Prerequisites
The only pre-requisites that exist for the use of telnet host is that a telnet client is installed on the client computer and that a suitable Telnet host is enabled on the server system.

Modem Configuration
To configure your M10 modem follow the procedure below:

Step
Action

1
Logon to the m10 using an internet browser. To do this click in the address bar of the browser and type the following http://192.168.1.254 and press <Enter>. This brings you to the primary M10 JetStream (Telecom Fast Access) configuration screen.

2.
Login to the M10

3.
Click on Pinhole.

Continued on next page

Procedure for Telnet Host Setup Win 95, Win 98 & NT 4.0, Continued

Modem Configuration (continued)


Step
Action

4.
Enter the basic port numbers for Telnet. These are as follows: 

· External Port Start: 23

· External Port End: 24

· Protocol: TCP

· Internal IP Address: The IP address of your telnet Server

· Internal Port: 23

5.
Click Add. The screen will update and show you what you have entered.
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6.
Click Home, then Monitor, then Interfaces.
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show ip interfaces

IP Interfaces:

ENET (lan): { up broadeast default rip-send v1 rip-receive vi
inet 192.165.1.254 netmask £LEfff00 broadeast 192.168.1.255
physical address 00.40.43.02.02.5¢ ntu 1500

IP-Direct (vcez): [ up broadeast default address-mapping
inet 172.30.254.1 netwask L£E£0000 broadeast 172.30.255.255
physical address 00.00.00.00.00.00 mtu 1500

PPP (veel): [ up point-to-point address-mapping
inet 202.37.238.129 netmask 0 peer address 202.37.238.190
physical address 00.00.00.00.00.00 mtu 1500







7.
Note the IP address under the PPP (vcc1) interface. It should be something like 202.x.x.x. Note this IP address down as you will use it to telnet to your host.

8.
Click Home, then Restart M10.

Continued on next page

Procedure for Telnet Host Setup Win 95, Win 98 & NT 4.0, Continued


Configuring Telnet under Windows. 

Step
Action

1.
No configuration should be necessary if the pinhole has been set as per the modem instructions but as a check perform the following.

2.
Check that you can telnet to your Server locally. This checks that the telnet server is running and functional.

Example: telnet 192.168.1.2

3.
Run telnet.exe from an Internet connected PC. The best way to do this is to use a Dialup connection to test Telnet into your host from the internet.

4.
Telnet to the IP address of the M10 on port 23. Example telnet 202.37.128.129

5.
This should proxy the telnet through to your Telnet Server or UNIX computer.
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6.
The successful connection should bring up a login screen at which point you can login. If you cannot login correctly the pinhole may not have been set up correctly and you will only be able to telnet to the M10 Telecom JetStream Modem.

Telnet Host Setup Linux Unix

Description
Information for this page was not available at publication.  Input and recommendation would be appreciated.
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Introduction
The following pages contains commonly used terms and their definitions for use with JetStream.

Pinholing
Pinholing or Port forwarding is a common programme used in security systems to allow packets or messages through a firewall or router.  The facility hides the destination host from the outside world or Internet.  This gives protection from hackers and potential intruders.

Pinholing is Nokia’s implementation of secure Port Forwarding.  It enhances the power and protection of the M10 ADSL systems. Pinholing maintains the security of anonymity for networks behind the M10 and adds the functionality of forwarding externally originated messages to specific internal hosts.  Pinholing redirects IP packets destined for an ADSL M10 to the specific host behind it. It rewrites the headers of the packets and forwards them based on the original or common destination port number.

For example, you might want to set up a mail server behind the M10, It has an IP address that would not be legitimate on the Internet. Using the Pinholing user interface, you can designate a specific internal server to receive all SMTP communication. Then, whenever someone sends SMTP packets addressed to the your site, the M10 "knows" to forward the packets to the designated SMTP server.

Security
A computer connected to the Internet can be a security risk.  There are several mitigating factors that open your PC or host system to a security threat.  It is easy for someone to pull a PC or workstation out of the box and plug it into the Internet without thinking about security at all.  It is less time consuming to put a little thought into security beforehand than to deal with it after the fact.  In principle it is no worse than having a dial in system. However, for someone to threaten your system from the Internet is easier than trying to dial in to a system manually as there is only one break in point in a dial system, there are many break in points in an Internet connected system.

The break-in points are well known to hackers and crackers around the world. The general address of your network, for example, can be easily found on the Internet, and an intruder would only have to try a few ports before stumbling onto an active one, such as a web server host port.  At this point they will try and break into the server and onto your network.  The most common ways which network machines can be compromised are as follows:

· Valid users choosing bad passwords

· Valid users importing corrupt software

· Illegal users entering through mis-configured software

· Illegal users entering through an Operating System security flaw

To be pro-active against this sort of threat, you can start by having the right attitude towards security.  It is not the Internet Service Providers job to secure your system however they may provide some security mechanism such as a Nokia M10 ADSL Router (see pinholing).  This does not provide a total security blanket to your system, however it is a good step in the right direction.  Unique Usernames and passwords are always a good measure of security.  Opening up all available ports through a router, such as an M10 is not a good idea unless a firewall or proxy is used behind it.  For more information on security contact CERT (Computer Emergency Response Team).  CERT is an organisation created to investigate security problems and work with manufacturers to solve them.  Visit http://www.cert.org

Passwords & User IDs
To connect to the Internet either through a dial system with a modem or dedicated system such as ADSL, people need to have Usernames or ID’s and Passwords.  Just like a PIN on an EFTPOS card, the user identification and password are critical to keeping your information or money safe.  Most people choose passwords for their convenience.  Passwords are used as a major security measure in any system and, unfortunately, what is convenient for you is also convenient for a hacker.  CERT believes that 80 percent of all break-ins are caused by poor password choice and management.  When it comes to breaking in using passwords, computers do the work, not humans.  Hackers’ computers have programs dedicated to cracking passwords and spend all day doing it.  The most common mistake made by people is that they use words that may be listed in the dictionary, so it is easy to guess the correct password.  Dictionary attacks, as they are known, are probably the most common hack attempts on users passwords.  The best way to choose a good password is to use the following rules of thumb:

· Do not use a word

· Do not use a set of adjacent keyboard keys e.g. qwerty

· The password MUST be at least six characters long

· Have a mixture of UPPERCASE, lowercase, and numbers e.g 18aB9sMd

If you follow these basic rules it will be extremely hard for a hacker to get into your system and use your username and password.   Also remember to check other users passwords on your systems, especially users such as ‘Guest’ which are sometimes overlooked.



Internet Protocol TCP/IP
The Internet's set of protocols (TCP/IP or Transmission Control Protocol/Internet Protocol) is the mechanism by which data gets from one place to another.  Each machine that can connect to the Internet needs a unique TCP/IP address.   The IP or TCP/IP address represents the machine location on the Internet.  Much as your mailing address represents where you get mail, an IP address contains fields which represent who and where your are.

When an organisation sets up its computer users with a connection to the Internet, an IP address must be assigned to each machine. Without dynamic IP address allocation, the IP address must be entered manually at each computer and, if computers move to another location in another part of the network, a new IP address must be entered.  The different parts of the Internet are connected together by a set of special computers called Routers.  Routers connect networks together to make up the Internet.  These networks are sometimes called Ethernets, and sometimes telephone lines.  The telephone lines and Ethernets are equivalent to the trucks and planes of the postal service.  They are the means by which mail and packages are moved from place to place.  Routers are equivalent to postal substations, this is where the mail is sorted and routed for its final destination.  As with postal substations, the routers do not connect to every other router on the Internet.  They have paths to get to destinations.  For example, if you were to send a letter from Wellington to an Auckland suburb, it would be picked up from the local mail box, sorted in Wellington Mail Centre, sent by truck or plane to Auckland, sorted in Auckland Mail Centre, sent to the correct suburbs Mail Centre and then to the local post office, for delivery to your mail box.  

Internet Addresses consist of four numbers, each less than 256.  When written out, the numbers are separated by dots, like this:   

· 192.168.100.254

· 10.4.1.200

TCP/IP addresses are made up of multiple parts each part telling the routers which network you are part of.  The right end of the address tells the routers which machine or PC should receive the data when it gets to the destination just like a postal address.

Within the data that is sent and received by computers, are definitions of what the data is and what it may contain.  These definitions are represented as Port Numbers within the data.  The port numbers start from port 1 to port 65535.  For common applications such as Web browsers, the data uses port 80 to tell the computers what it is for.  For mail, port 25 is used.  These definitions have been created by the IANA (Internet Assigned Numbers Authority) and are called the ‘Well Known Ports”. 

Static IP Addresses
Static IP addresses are pre-configured unchanging Internet Protocol addresses used on hosts which may be used for specific services such as web hosting.  

Static TCP/IP addressing was the original way in which to allocate a PC, Host, or  UNIX system with an address that was capable of talking to other hosts.  IP addresses can only work on one host at a time, so if another host set a static IP address the same, one or other of the hosts or PC’s could not talk on the network or Internet.  Dynamic IP addresses resolve the issues of having duplicate IP addresses as they are allocated from a sequential pool of addresses.

Dynamic IP Addresses
DHCP (Dynamic Host Configuration Protocol) is a protocol that lets network administrators centrally manage and automate the assignment of Internet Protocol (IP) addresses in an organisation's network.  DHCP distributes IP addresses from a central point and automatically sends a new IP address when a computer is plugged into a different place in the network. 

Originally Dynamic IP address allocation, such as DHCP, used a protocol called BOOTP (BOOTstraP Protocol).  BootP was common among UNIX hosts, however it was limited in its functionality.  DHCP is an enhanced form of BootP and is commonly used on just about every Operating System platform.  BootP is still found in some computer environments.

DHCP and BootP both use the same TCP port number when sending and responding to requests.  This port numbers used for server and client are 67 and 68 respectively

DHCP consists of two components: a protocol for delivering host-specific configuration parameters from a DHCP server to a host and a mechanism for allocation of network    addresses to hosts.  DHCP is built on a client-server model, where designated DHCP server hosts allocate network addresses and deliver configuration parameters to dynamically configured hosts.  The term "server" refers to a host providing initialisation parameters through DHCP, and the term "client" refers to a host requesting initialisation parameters from a DHCP server.

A host should not act as a DHCP server unless explicitly configured to do so by a system administrator.  The diversity of hardware and protocol implementations in the Internet would preclude reliable operation if random hosts were allowed to respond to DHCP requests.  For example, IP requires the setting of many parameters within the protocol implementation software.  Because IP can be used on many dissimilar kinds of network hardware, values for those parameters cannot be guessed or assumed to have correct defaults.  Also, distributed address allocation schemes depend on a polling/defence mechanism for discovery of addresses that are already in use.

DNS
To understand how and what DNS is, it is important to understand how the Internet uses names and other common facilities.  The Domain Name System (DNS) is the way that Internet names are located and translated into IP (Internet Protocol) addresses. A domain name is a meaningful and easy-to-remember "handle" for an Internet address. 

Because maintaining a central list of domain name/IP address correspondences would be impractical, the lists of domain names and IP addresses are distributed throughout the Internet in a hierarchy of authority. There is probably a DNS server within close geographic proximity to your access provider that maps the domain names in your Internet requests or forwards them to other servers in the Internet.

From the user's point of view, domain names are useful as arguments to a local agent, called a resolver, which retrieves information associated with the domain name.  Thus a user might ask for the host address or mail information associated with a       particular domain name.  To enable the user to request a particular type of information, an appropriate query type is passed to the resolver with the domain name.  To the user, the domain tree is a single information space.

From the resolver's point of view, the database that makes up the domain space is distributed among various name servers.  Different parts of the domain space are stored in different name servers, although a particular data item will usually be stored redundantly in two or more name servers.  The resolver starts with knowledge of at least one name server.  When the resolver processes a user query it asks a known name server for the information; in return, the resolver either receives the desired information or a referral to another name server.  Using these referrals, resolvers learn      the identities and contents of other name servers.  Resolvers are responsible for dealing with the distribution of the domain space and dealing with the effects of name server failure by consulting redundant databases in other servers.

Name servers manage two kinds of data.  The first kind of data held in sets called zones; each zone is the complete database for a particular subtree of the domain space.  This data is called authoritative.  A name server periodically checks to make sure that its zones are up to date, and if not obtains a new copy of updated zones from master files stored locally or in another name server.  The second kind of data is cached data which was acquired by a local resolver.  This data may be incomplete but improves the performance of the retrieval process when non-local data is repeatedly accessed.  Cached data is eventually discarded by a timeout mechanism.

This functional structure isolates the problems of user interface, failure recovery, and distribution in the resolvers and isolates the database update and refresh problems in the name servers.  DNS uses TCP and UDP port 53 as the transport mechanism for updating other DNS Servers.

Finding your IP Address
Depending upon your Operating System (OS), you can get your IP address one of several ways.  For Windows 95 and 98 you simply run an application called WINIPCFG.EXE which resides under the Windows directory. To run the application do the following.

1. Click on Start, then Run
2. Type in the name of the application winipcfg.exe in the dialogue box

3. Drop down the list box to choose the required adapter, ie PPP Adapter, Ethernet Adapter

4. Click on More Info >> to view other information about the TCP/IP settings such as DNS Servers, Default Gateway and Lease Information.

For Windows NT, the application used to get the TCP/IP information about the computer is called IPCONFIG.  It is used in a CMD or command window, which is similar to a DOS window under Windows 95 or 98.  Ipconfig.exe exists in the WINNT\System32 subdirectory.  To run the application, do the following:

1. Click Start, then Run 

2. Type in cmd and hit OK 
3. Type in ipconfig /all in the command window.  This will give you all of the information available about the TCP/IP settings in Windows NT for the related adapters.  WINIPCFG is also available for Windows NT as an option but is not necessary.  

4. Type IPCONFIG /? In the CMD window to view other information about the application.
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